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Abstract: Today’s cybercriminal industry has evolved to a point where criminal activities have become as 
structured, organized, and skilled as security vendors, turning them into money-scheming machines causing 
global yearly financial losses ranging in the billions of dollars. Expanding IT infrastructures and operating 
system fragmentation has paved the way for cybercriminals to find and exploit new and unknown vulnerability 
that affect all transitioning parties.  
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1. Cloud computing  
 

The necessity to temporarily share the 
resources of a computer in order to 
implement a business model in which 
certain applications could be used in 
common, led to the ‘cloud computing’ 
concept  in 1961 by professor McCarthy. 
We remember the 1990s when architectures 
like client-server and peer-to-peer were 
used in institutions (universities, ministries, 
etc.). To extrapolate, at this time, we can 
consider the “internet” as one of most 
accessed cloud spaces. At the same time we 
have to admit the clear delimitation 
between notions such as virtual machine, 
data center and cloud computing, the latter 
using API (application programming 
interface). 
The concept has evolved rapidly from 
offering increased computing powers, 
adapted to oprational demands - equal to 
having a system with unlimited practical 
capacities, to specialized cloud type 
services – equal to installing a certain 
software with dedicated functions on the 
respective information system ( an example 
is the archiving and sharing documents 

among users, regardless of their 
geographical location or used device).  
Although the cloud applications developers 
effort is to eliminate blocking 
understanding and assimilation of way of 
exploiting cloud services for the final user, 
in fact the cloud concept remains, 
structurally and functionally a very 
complex one due to the implementation 
patters, to the real used infrastructure and 
the destination of offered services.  
Classification based on addressability or 
user category, leads to identifying four 
types of cloud: private cloud, community 
cloud, public cloud and hybrid cloud.  
Private cloud describes an infrastructure 
created to be used by a single entity, 
hardware resources being allocated 
according to the respective organization. 
Administration can be handled by an 
external specialised company, which will 
exclusively reserve and allocate the 
necessary resources for the client, directly 
from the organization premises (‘on-
premises’ / ‘off-premises’) or a combined 
management system. In most cases, the 
”thin” clients who are integrated with a 
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private cloud are in fact computers that are 
not equipped with hard disks, have with no 
external access (DVD,USB, etc), reduced 
power consumption and maintenance, and a 
high security level, since no data is stored 
on the user device.1 
In this context it is to be mentioned that the 
technological accessibility barrier for 
creating Cloud-type services has lowered 
the last years, making it accessible for 
everyone to have minimal server 
installation knowledge, create own cloud 
services (either for other persons or 
companies or for personal use), as the 
operation systems and the information 
programmes necessary for such services are 
publicly available, for free, under Open 
Source licence and benefit from community 
support and detailed installation and user 
manuals.  
One of the eloquent examples is the 
OwnCloud software kit. Much like other 
similar solutions it can be easily created – 
freeof charge - it uses open source 
technologies for certain operation systems ( 
for other systems there are monthly fees 
and there are various limitations), it is 
relatively easy to install on a server. It 
offers users Cloud type services and files 
synchronising among more devices 
(Computer, Laptop, Tablet, Telephone, etc), 
such as sharing it with other users publicly 
or on the same system, similar to the 
services offered by known commercial 
service, such as DropBox, allowing 
organizations and the private persons, who 
don’t want to use a public service for 
internal documents, to create their own 
cloud DropBox type. OwnCloud offers 
enough robustness, allowing exploitation of 
saved applications and files to be accessed 
from any point, as the data can be 
synchronized and delivered to tertiaries. 
The consumption of resources are reduced 
and only one web host is necessary to 
support  PHP5 and MySQL (or SQLite), a 
vesion of  OwnCloud Server 5  application 

                                                 
1 Mihai Preda – IISC – Reţele de calculatoare şi internet – cloud 
computing – Universitatea Politehnică Bucureşti 

and URL for remote access. The authors 
claim that OwnCloud is compatible with 
absolutely any type of server, and the 
providers of „online hosting service” even 
offer support and installation guides.  

Accessibility of the programme as 
well as its continuous development by the 
community that promptly remedies  
security issues, offers support and 
permanently improves the programme. It 
also makes it suitable to hardware resources 
allocated to different users - from the 
domestic one to the internal implementation 
- in companies that have their own servers, 
limitations reffering to used hardware, 
connectivity, and technical support staff. It 
is a less conventional but very popular 
version, suitable for a small number of 
concurrent users and for some 
companies/groups whose activity requires 
access to distant resources. According to 
current requirements and necessities of 
exploiters, a domestic private cloud can be 
framed differently, its development having 
as target the end product. In the near future, 
all these can lead to creating  „cloud in 
cloud” with less predictable effects at this 
moment. 
Public cloud is an infrastructure owned by a 
specialized supplier aloowing independent 
users access the same server resources of 
the physical server2. But some applications 
cannot be ported to the cloud, as they retake 
the “thick” clients, with the risk of not 
having the possibility to rebuild the work 
environment in case some events related to 
the total compromising of the “machine” 
occur. This is becuase most data is stored 
on the respective device.  
The community cloud – is an infrastructure 
that is developed to be exploited by 
consumers who have common 
preoccupations or interests. 

                                                 
2 https://www.katescomment.com/what-is-cloud-computing/ 

https://owncloud.org/install/
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The Hybrid cloud is an infrastructure 
created with a mixture of more distinct 
cloud structures that remain separate 
entities, but are tied together by the same 
technology - proprietary or standardized - 
allowing data portability and on-request3 
applications. According to requirements, 
the resources are allocated dynamically by 
means of specialized applications. 
Another classification criterion is that of 
cloud “model service” or service “level of 
specialization”, from simple virtual servers 
to platforms or software applications 
according to users requirements and on the 
maintenance level the user company wants 
to assume. All this becase there are more 
cloud computing solutions available on the 
market that can be grouped into three main 
categories: IaaS (Infrastructure as a 
Service), SaaS (Software as a Service), 
PaaS (Platform as a Service).  
At the virtual infrastructure level in the 
field of information storage and its distance 
exploitation, the actual tendencies are to 
provide the final users with dedicated 
virtual information systems and resources 
adequately reserved, presenting increased 
subdivision and security as compared to the 
old web host systems. This is far better than 
the well-known Shared Hosting type 
hosting service in which different entities 
have the internet pages stored and delivered 
to visitors on the same physical server, an 
advantage being the hosting reduced cost 
due to the great number of consumers 
covering the expenses the provider being 
the only one charged with security and 
maintenance of the physical server. If we 
were to make a comparative analysis of the 
storage/exploitation solutions in light of 
new trends, we can consider as 
acknowledged the Share Hosting notion, the 
hosting service on a server where the 
resources are shared with other website 
owners, resulting in only one operation 
system that has all services necessary for a 
website to function with more users, each 

                                                 
3 http://www.cert-
ro.eu/files/doc/775_20131030091057011764400_X.pdf 

user having strict access to the files that 
compose the site4. Of the new tendencies, 
what differentiate and defines VPS (Virtual 
Private Server) as next the web hosting level 
is the complete access to the respective virtual 
server which can be personalized and secured 
specifically to the clients' needs, benefiting 
also of a dedicated IP5. The 
physical/hardware services are shared 
among virtual servers of clients, but this 
happens only at physical level, the logical 
behaviour acting much better and clearing 
many of the associated security problems. 
There is only the possibility that one of the 
virtual machines consume more resources, 
this aspect having an impact on the other 
machines that share the same physical 
resources.  
One solution based on a VDS (Virtual 
Dedicated Server) is more expensive than  
VPS, and it is composed from a farm of 
virtual machines which have been allocated 
resources guaranteed for only a certain user, 
eliminating excessive use problem, and 
dedicated servers are generally used by the 
bigger sites that want to monitor absolutely 
everything related to stored data.   
All suggested solutions also have 
disadvantages that are not to be neglected: 

- resources are unstable: if one of the 
sites hosted on the server consumes 
a lot of 

resources, all sites will run heavily; 
- security is exposed: if a 

vulnerability of a site is exploited, 
there’s a risk that more 

sites may be affected; 
- limitations required by the provider: 

if a certain type of email server or a 
certain 

PHP version is wanted there is the 
possibility of not having the provier's 
agreement; 

                                                 
4 http://www.worldit.info/articole/de-ce-ar-trebui-renuntat-la-
shared-hosting-ce-solutii-de-hosting-ieftine-al-unui-site-exista/ 
5 Number used exclusively by information technology equipment 
(printers, routers, modems, computers, etc.) that allows them to 
identify and communicate with each other across a network of 
systems.  

https://mail.bcr.ro/OWA/redir.aspx?C=laPztk2MXUa45frm2i7yBEFTzrREhNJITjGZtTBWDEDHLhGEVG6mZmW4SDuVcmtUpZz44HLef1w.&URL=http%3a%2f%2fwww.cert-ro.eu%2ffiles%2fdoc%2f775_20131030091057011764400_X.pdf
https://mail.bcr.ro/OWA/redir.aspx?C=laPztk2MXUa45frm2i7yBEFTzrREhNJITjGZtTBWDEDHLhGEVG6mZmW4SDuVcmtUpZz44HLef1w.&URL=http%3a%2f%2fwww.cert-ro.eu%2ffiles%2fdoc%2f775_20131030091057011764400_X.pdf
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- spam propagation: if one of the sites 
on the shared hosting server 
produces spam 

(as an activity) or hosts a pornography site, 
the IP of the server will be considered by 
different international solutions as a 
malicious one, with the risk that this site 
won't rank well in search engines; 

- limited speed: the transfer rate 
depends strictly on the bandwidth 
and connection 

speed.  
In exchange, cloud hosting providers have 
very big data centers and have the ability to 
allocate “unlimited” resources, upon 
request, most of times in real time. 
Although there is a chance that data is 
shared in more locations, resources behave 
as if existing in the same place (as if there 
were a single dedicated server). We can 
remember a few general advantages of 
cloud computing that are valid, regardless 
classification: 

- decrease of costs : classically, 
technological evolution involves 
replacement of 

resources in order to ensure operational 
efficiency, but the cloud eliminates the 
necessity to invest in servers or software 
that demands high capital;  

- scalability and speed: cloud type 
services are usually fiable in order 
to ensure 

necessary resources related to the increase 
or decrease  of requirements during the 
activity programme; 

- disaster recovery: because storage in 
cloud is a distance back-up solution, 
data will 

be safe and the recovery process is 
instantaneous; 

- flexibility: services delivery is done 
upon cooperation agreements, the 
user can give 

up some requirements, receiving a high 
level of operational flexibility; 

- independence: applications provided 
via Cloud can be accessed from any 

computer-like device, smartphone, iPad, 
etc., that can become a possible adept of 
cloud computing technology; 

- virtual machines can be cloned, 
reinstalled and administrated online. 
The above presented scenario can 

surely be placed in a totally different 
position, favoring a dedicated physical 
server, anti-cloud arguments drawing 
attention on some possible effects:  

- congestion of data transfer: as 
computation are distributed in cloud 
and  

applications become more intense in term 
of data, the need to move larger volumes of 
data arrises; 

- network traffic costs: certain cost 
patterns for some organizations limit 
access to offered facilities; 

- loss of data: for cloud consumers, 
the loss /affection of data to the 
provider may 

become a very important issue, even 
leading to incapacity of rebuilding the 
previously affected structure6; 

- juridical aspects related to the 
jurisdiction applicable to a 
geographical area  

where data are effectively stored.   

Specialists conclusions hint at 
prioritizing the necessities of each user. The 
choice depends very much on the level 
palced on each decision element. There is 
no distinct winner between the classical 
formula and the new tendency. There are 
many cases when sustained hybridization of 
heterogeneous security solutions is the only 
possible option.   

 

Conclusions 
 

Specifically in the technical area, any 
evolution besides presenting various 
advantages, also comes with various 
drawbacks. Innovation in computer science 
is so dynamic that even financial 
institutions have difficulties in adapting, 

                                                 
6 http://www.cert-
ro.eu/files/doc/775_20131030091057011764400_X.pdf 

https://mail.bcr.ro/OWA/redir.aspx?C=laPztk2MXUa45frm2i7yBEFTzrREhNJITjGZtTBWDEDHLhGEVG6mZmW4SDuVcmtUpZz44HLef1w.&URL=http%3a%2f%2fwww.cert-ro.eu%2ffiles%2fdoc%2f775_20131030091057011764400_X.pdf
https://mail.bcr.ro/OWA/redir.aspx?C=laPztk2MXUa45frm2i7yBEFTzrREhNJITjGZtTBWDEDHLhGEVG6mZmW4SDuVcmtUpZz44HLef1w.&URL=http%3a%2f%2fwww.cert-ro.eu%2ffiles%2fdoc%2f775_20131030091057011764400_X.pdf
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consuming effort in anticipating and  
regulating new sets of rules that enforce 
stability. Also, prevention methods assume 
the use of high-priced and specialized 
software that require specialized technical 
knowledge. 

Beyond disadvantages, cloud 
technology is a projection of the future that 
cannot be ignored, but only experimented 
with and continuously perfected... 
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